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Do your BEST to be prepared

Purpose:
Every year emergencies take their toll on business and industry. How soon could your business recover after a disaster or disruption? The disaster could be community-wide or it could affect only you. This toolkit has been put together to help the small to medium business owner think about the different types of events that could disrupt your business. Are you ready if a car crashes into your building? How about a hazardous material spill at the business next door? A fire? These scenarios have happened here in Oregon City and Clackamas County in the last couple of years. Research done by the Institute for Business and Home Safety indicates that at least one in four businesses never reopen following a disaster. Ad Council research found that 85% of small businesses believe emergency preparation is important but only 40% have an emergency plan in place. Do you have a plan? Would your business be able to recover?
Overview: 

This toolkit is designed to help you be ready should something happen that affects your business. This toolkit should be tailored to your specific needs. Once you start asking the right questions you should be prepared for any emergency your business may confront. An emergency is any unplanned event that can cause the shutdown of your business, disrupt operations, cause physical or environmental damage or threaten financial stability. These could include but are not limited to: fire, theft, power outage, property damage, flood, earthquake, illness or death of a key employee. There could also be an indirect impact from a disruption to one of your suppliers or distributors.
How quickly your company can get back to business often depends on the planning you do today. It is extremely important to work together as a team by including key employees to ensure everyone is invested in the success of your plan. 
While we have provided you with some scenarios to consider and standard forms to complete, your business may have specific needs not addressed. Because we are presenting this in digital format for you to complete and update, you may be able to copy one of the forms and use it as a template for your individual needs. We also recommend you do an annual review to insure the information is up-to-date and accurate. 
You should also maintain at least two copies of this toolkit; one of which should be stored off-site but easily accessed. We recommend a portable storage device such as a USB drive and printing a hard copy.
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Section A
Personnel

Your first task in this toolkit is to determine who will be responsible for completing it, yourself or an assigned manager. Next you must determine your chain of command. 

The chain of command is a way to pass information down through a business organization. When an emergency or disaster occurs your employees will be critical in your ability to reopen for business. The only way to optimize employee availability is to actively encourage them to prepare for disaster ahead of time. Ensure employees know what is expected of them in an emergency as they may be assigned tasks outside their normal duties. Have employees work on the plan with you so they will have ownership in the plan. Cross train employees on what to do if a key person is not on site so they can handle the situation until a key person arrives. 

Employee preparedness is the single most important effort that a business owner can undertake to ensure the business will survive a disaster and recover. People cannot perform their jobs efficiently and effectively if you are worried about the welfare of their family. Employers need to encourage their employees to have a plan for there families. If employees know their families are safe they will not become distracted and can concentrate on the event at hand. Promote individual and family preparedness and encourage family disaster supply kits as well as family emergency plans. Promote CPR and first aid training on a yearly basis. 

Chain of Command

Duplicate these numbers for your employees so they have access in the event of an emergency.

Dial 9-1-1 in an emergency
Non-Emergency Police Number:
The following person is our primary event manager and company spokesperson in an emergency:

	Primary Contact: 

	Address: 

	City, State: 

	Phone Number: 

	Cell Number: 

	Alternative Number: 

	Email: 


If the primary person is unavailable, the person below will manage the event:

	Secondary Contact: 

	Address: 

	City, State: 

	Phone Number: 

	Cell Number: 

	Alternative Number: 

	Email: 


Employee Notification 

Communication with employees and customers during an emergency event is crucial. Knowing how to get in touch with the people who are crucial to the operation of your business is essential. Communication at the onset of the event could be difficult.
Normally we would communicate by calling employees. If this is possible, having access to employee’s home and cell phone numbers is important. Consider setting up a phone tree so you can share the task of getting in touch with everyone as quickly as possible. You may determine that text messaging is more efficient. You could also designate an out of town phone number where employees can leave and retrieve messages in the event of a catastrophic disaster. The out-of-town phone number could be another branch of your business or perhaps even a relative. For this to work, you do need to ensure that every employee has access to this phone number. 

What if phone lines or a cell tower are down? What is the next step? Some possible options are your website or email. A password protected page on the company website is one recommendation. 
These are some suggestions. You and your employees may have other ideas. The important thing to remember is that you need to communicate during your disaster recovery.

Employee List (Phone/Call Tree) 
Duplicate this form as needed to include your entire staff. Key Employees such as Managers and Facility/Maintenance personnel should be listed first and job title highlighted. You may wish to create an independent call list that contains just employee name and phone numbers for employee privacy. Keep your phone tree updated as employees change. 
	Name: 
	Job Title: 

	Address: 
	City: 

	Phone Number: 
	Cell Number: 

	Alternative Number: 
	Email: 

	Emergency Contact: 
	Relationship: 

	Phone Number: 
	Alternative Number: 


	Name: 
	Job Title: 

	Address: 
	City: 

	Phone Number: 
	Cell Number: 

	Alternative Number: 
	Email: 

	Emergency Contact: 
	Relationship: 

	Phone Number: 
	Alternative Number: 


	Name: 
	Job Title: 

	Address: 
	City: 

	Phone Number: 
	Cell Number: 

	Alternative Number: 
	Email: 

	Emergency Contact: 
	Relationship: 

	Phone Number: 
	Alternative Number: 


Section B
Business Essentials
Business essentials are those items and resources that significantly affect your ability to do business. After the crisis event and employee communications have occurred, what will you, as a business owner/manager, need to do to re-open?

To help you get started, ask yourself these questions:
· What are my company’s most critical tasks necessary to stay in business?
· Which functions must be completed to meet my financial obligations? 
· How do I maintain cash flow?
· What are my business responsibilities to my employees?

Business essentials include but are not limited necessarily limited to the following forms and guidance:

· Equipment Inventory (see page 9)

This section should help you identify your key equipment and machinery. What are the items that are essential to your business recovery and operation?

· Computer Hardware & Software (see page 10)


These forms are to help you inventory your computer hardware and software in order to quickly acquire the replacement items you may need. They should prompt you to think about what and how many computers are needed to restart business. 

· Major Customers/Clients (see page 12)

Record the names, phone numbers, email addresses and account #’s of the customers and clients that are your primary source of income. You may already have a list of your major accounts but does it have all the info needed to contact them during your recovery?

· Vendors/Suppliers (see page 13)

Your vendors and suppliers information is another key area that may take some time to complete but can be the difference between reopening your business or closing altogether. Your ability to resume operations may rely on the ability of your suppliers to reach you in time.

· Supplies Inventory (see page 14)
These supply items are those necessary to keep equipment operating and the office functioning.
· Vital Records (see page 18)
These documents and files are necessary for the operation of your business or for tax purposes.
Important Contact Information

	Service Providers
	Company Name
	Telephone No.
	Account No.

	Electric
	
	
	

	Telephone
	
	
	

	Gas
	
	
	

	Water/Sewer
	
	
	

	Security System
	
	
	

	Internet
	
	
	

	Cable
	
	
	

	Other 
	
	
	

	Other
	
	
	


Equipment Inventory

Duplicate this form as needed to include all your equipment (tools, spare parts, machinery and vehicles).

This section helps you identify key equipment and machinery. What are the items that are essential to your business recovery and operation? Your equipment inventory could include tools, spare parts for vital equipment/machinery, and company owned vehicles. If the disaster is city or county wide, could you replace the equipment locally or would you need to look outside our area? Should there be enough warning you may want to move some of this equipment to a safe place or to your recovery site. When it is safe to return, conduct a room to room walk through to determine what needs to be secured.
	Item Name: 
	Model Number: 

	Business Function: 

	Primary Vendor/Supplier: 

	Phone Number: 
	Order time for replacement: 

	Alternative Vendor/Supplier: 

	Phone Number:
	Order time for replacement:

	Other Information:


	Item Name: 
	Model Number: 

	Business Function:

	Primary Vendor/Supplier: 

	Phone Number: 
	Order time for replacement: 

	Alternative Vendor/Supplier: 

	Phone Number: 
	Order time for replacement: 

	Other Information: 


Computer Hardware and Software

Duplicate this form as needed to include all your
Your computer hardware and software inventory are critical for many businesses today. Are you leasing computers, or other office equipment do you have contacts information? What is in the agreement if you need to move? If your hardware and/or software were purchased do you have a service agreement? Who do you call in these circumstances?

Use this form to log your computer hardware serial and model numbers. We recommend that you make copies of service agreements and keep a copy with this recovery plan.

Hardware 
	CPU, Monitor, Printer, Keyboard, Mouse: 

	Size, RAM & CPU Capacity: 

	Model: 
	Quantity Needed:

	Serial Number: 

	Date Purchased: 
	Cost:

	Primary Vendor/Supplier: 

	Phone Number: 
	Order time for replacement:

	Service Provider:  

	Phone Number: 
	Order time for replacement:

	Alternative Vendor/Supplier:  

	Phone Number: 


	CPU, Monitor, Printer, Keyboard, Mouse: 

	Size, RAM & CPU Capacity: 

	Model: 
	Quantity Needed: 

	Serial Number: 

	Date Purchased: 
	Cost: 

	Primary Vendor/Supplier: 

	Phone Number: 
	Order time for replacement: 

	Service Provider:  

	Phone Number: 

	Alternative Vendor/Supplier:  

	Phone Number: 
	Order time for replacement: 


Software 
	Title & Version: 

	License Number: 
	Number of Users: 

	Date Purchased: 
	Cost: 

	Primary Vendor/Supplier: 

	Phone Number: 
	Order time for replacement: 

	Alternative Vendor/Supplier:  

	Phone Number: 
	Order time for replacement: 


	Title & Version: 

	License Number: 
	Number of Users: 

	Date Purchased: 
	Cost: 

	Primary Vendor/Supplier: 

	Phone Number: 
	Order time for replacement:

	Alternative Vendor/Supplier:  

	Phone Number: 
	Order time for replacement:


	Title & Version: 

	License Number: 
	Number of Users: 

	Date Purchased: 
	Cost: 

	Primary Vendor/Supplier: 

	Phone Number: 
	Order time for replacement: 

	Alternative Vendor/Supplier: 

	Phone Number: 
	Order time for replacement: 


Major Customers/Clients

Duplicate this form as needed to include all your major customers/clients.
Record the names, phone numbers, email addresses and account #’s of the customers and clients that are your primary source of income. If you had a disruption in your business, you would want to contact these crucial customers informing them of the situation and your plans. Loss of these customers would have a detrimental effect on resuming operations. You may already have a list of your major accounts but does it have all the info needed to contact them during your recovery?
	Company Name: 

	Address: 

	Phone: 
	E-Mail: 

	Contact Name: 
	Account Number:


	Company Name: 

	Address: 

	Phone: 
	E-Mail: 

	Contact Name: 
	Account Number: 


	Company Name: 

	Address: 

	Phone: 
	E-Mail:

	Contact Name: 
	Account Number:


	Company Name: 

	Address: 

	Phone: 
	E-Mail:

	Contact Name: 
	Account Number:


	Company Name: 

	Address: 

	Phone: 
	E-Mail: 

	Contact Name: 
	Account Number: 


Vendors/Suppliers

Duplicate this form as needed to include all your vendors and suppliers.
It is important to realize that disaster-based operational interruptions are not always connected to property damage. They include disruptions in the flow of supplies and in the ability to deliver goods or services. Your ability to resume operations relies on the ability of your suppliers to deliver what you need on time.

There are things to consider while developing this plan to prevent a problem in the supply chain:
· Are our suppliers in the same geographical area? If a disaster occurs in your geographic area, do you have relationships already established with suppliers outside of your primary area? 

· Have back-up vendors in place. What is needed to maintain these accounts? This may require you to open additional accounts so that all you will need to do is make a phone call to order, should an emergency occur. The pre-planning necessary may include credit checks. Vendors may have requirements that need to be met before you may order from them. Sometimes a periodic small order will be necessary from time to time to maintain an active account. 

· List suppliers/vendors you can use for your miscellaneous needs at a recovery location, such as office supplies, file cabinets, office furniture, etc.
· Encourage your suppliers to have business resumption plans. 
Include copies of any agreements and contracts with this form.
Primary Vendor

	Company Name: 

	Address: 

	City: 
	State: 
	Zip Code:

	Phone: 
	Fax:
	E-Mail:

	Contact Name: 
	Account Number: 

	Materials/Service Provided: 


Alternate Vendor

	Company Name: 

	Address: 

	City: 
	State: 
	Zip Code: 

	Phone: 
	Fax: 
	E-Mail: 

	Contact Name: 
	Account Number: 

	Materials/Service Provided: 


Supplies
This form is to be used for those supply items essential for business functions but not yet accounted for as machinery/equipment and computers. Include items that will keep equipment running (e.g. special fluids for a machine or special forms). Depending upon your business needs, your supplies may be as simple as copy paper. Note: Do include office furniture (filing cabinets, mail bins, desks and chairs) that are vital to the operation of your business. There is no need to include basic office supplies (pens, paper, and staplers).

	Item
	Order No.
	Quantity
	Supplier/Vendor
	Business Function(s)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Section C
Protect your Investment

It is sometime easiest to plan for those things that are tangible such as equipment and computers, however some of the most powerful emergency planning you can do for your business is to safeguard your company’s investments through proper insurance coverage and data protection.

All corporations of any type and any size must have a system back-up plan for data as well as a safe place for vital records that may include payroll, banking, insurance, utilities, etc. The pervasiveness of the internet in the workplace mandates that cyber security be address by every business. It is crucial to protect yourself and your customers.
The impact of having to close your doors for even a few days can be substantial. Once you reopen, your can not expect to immediately return to previous revenue levels. Customers that need to go elsewhere for your goods and services may not return immediately. The financial impact of a disruption can be offset by planning ahead. Setting up a reserve account and knowing where to turn for financial assistance can ease the difficult transition back to business as usual.
Insurance Coverage
You should meet with your insurance agent annually. Make certain that you understand what your policy covers. You may learn that your current coverage is inadequate for your business recovery that could result in business closure. Be certain that your business policy covers hazard/exposure, inventory, code upgrades and others.

At the meeting with your agent this year, have questions like the following ready:

· What would be covered and how much coverage do I have for a variety of business interruptions?

· Would this amount be enough to get you back to business?

· What documents or “proof of claim” are you going to need for your company assets and expense needs for restoration?
· Is there a time limit to file a claim?

Hint: As another means of documenting your valuable equipment or machinery, you may want to consider photos and/or videos of such property.
	Insurance Agent:

	Address:

	Phone: 
	Fax: 
	Email: 


Policy Information
	Type of Insurance
	Policy No.
	Deductibles
	Policy Limits
	Coverage

(General Description)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Do you need Flood Insurance?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

Do you need Earthquake Insurance?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

Do you need Business Income and Extra Expense Insurance?
Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

Other disaster-related insurance questions: 
Records Back-up
Companies should have policies stating how often backups should occur.  These policies should state what kind of backup (incremental or full) and how often the backups should be done.  In the past, backups were done every week day to magnetic tape.  On Monday through Thursday, an incremental backup was done.  Incremental backups were much faster because only the data that had changed during the course of regular business operations were backed up.  And then on Friday, a full backup was performed.  Full backups took much longer but captured a clean snapshot of all of the data.

With today's backup technologies, backups can also be done to USB drives, external hard drives, CDs or DVDs, or even on to the Internet.  The packaging that these devices come in make people think that backups are easy and trouble free. Sometimes you can't always believe everything you read.  Ask around to see what your business peers are doing for backups or ask your trusted information technology professional what they recommend.  

Backups are an essential part of information disaster recovery.  As such, the backups need to be tested on a periodic basis to ensure that they are actually working. Additionally, the log files that detail whether the backup was successful need to be reviewed on a regular basis to ensure that everything is working properly.  It is so easy for a business to set up their backup, review it once or twice and then just assume that it is going to work flawlessly.  It is important to set aside some time every week or every other week to review the backups to ensure that they are working as expected.

Get your data offsite

Now that your data is successfully backed up, it is important to get the backup offsite.  There are a few different ways to get your backup offsite.

1. There are commercial data storage companies that will come by your office and pick up your backup and take them offsite. If you choose this option, be sure to consider the following items.

Geography.  Will your backup be near your facility or far enough away that it isn't likely to be affected by the same disaster?

Accessibility.  If you need your backup, how long will it take you to get it?

Security.  What sort of precautions does the service take into account for securing your data while in transit, at their facility, and their employees?

Environmental.  Will your data be in a climate controlled facility or on a dusty shelf in a back room?

Cost.  What are the fees for having and using the service?

2. If you want to save a little money, you can have an employee take the backup offsite to maybe their home, another branch office, or maybe a trusted business partner.  If a company chooses the employee courier service option, they need to have policies in place to ensure that the backup isn't left in the hot sun on their dashboard because that can invite theft or even physically damage the backup device from the high heat.  

3. If you are using a modern Internet based backup service, you don't even have to worry about this step because your data is already offsite.  Just make sure that your backup service has good physical security and encrypts your data at their data center.  With most Internet based backup services, your backup data is actually more secure going from your computer to their system than the computer that is being backed up.

Whatever offsite service you choose, make sure it is secure and reliable.  It is important to physically separate the backup from the device that it is backing up.  If your backup is left on site and your business suffers a fire or theft, chances are your backups were stolen or burned up.  
Cautions

Some people get confused and think that having multiple redundant hard drives in their computer (RAID)  is a backup solution.  It is not.  If an employee accidentally deletes a file, it will be deleted off of your hard drive, the instant they push enter.  Backups help businesses recover their data from unforeseen circumstances.

Vital Records 

Use this form to note where vital records are stored. This includes the primary location of hard copies as well digital backup and procedures.

Financial Institution
	Name:

	Phone:

	Hard Copy Location:


Secondary Financial Institution
	Name:

	Phone:

	Hard Copy Location:


Payroll

	Company Name (if applicable):

	Phone: 

	Hard Copy Location:


Accounting

	Company Name (if applicable):

	Phone:

	Hard Copy Location:


Insurance

	Name:

	Phone:

	Hard Copy Location:


Customer Files

	Hard Copy Location:


Essential Computer Files

	Primary Location:


Backup Procedure
	Employee responsible of backing up critical records:

	Frequency:

	Method:

	Back up records are stored at:

	
Address:

	
Phone Number:

	Employee responsible for verifying successful backup:

	Frequency of verification:


Cyber Security

Our Nation’s critical infrastructures are composed of public and private institutions in the sectors of agriculture, food, water, public health, emergency services, government, defense industrial base, information and telecommunications, energy, transportation, banking and finance, chemicals and hazardous materials, and postal and shipping. Cyberspace is their nervous system—the control system of our country. Cyberspace is composed of hundreds of thousands of interconnected computers, servers, routers, switches, and fiber optic cables that allow our critical infrastructures to work. Thus, the healthy functioning of cyberspace is essential to our economy and our national security.

Is your company keeping information secure? Are you taking steps to protect personal information? Safeguarding sensitive data in your files and on your computers is just plain good business. After all, if that information falls into the wrong hands, it can lead to fraud or identity theft. A sound data security plan is built on five key principles:

1.
Take stock. Know what personal information you have in your files and on your computers. 

2.
Scale down. Keep only what you need for your business. 

3.
Lock it. Protect the information in your care. 

4.
Pitch it. Properly dispose of what you no longer need. 

5.
Plan ahead. Create a plan to respond to security incidents.

According to the Oregon Identity Theft Protection Act, a security program includes the following and will be considered in compliance with the requirements to maintain reasonable safeguards to protect personal information:

•
Administrative safeguards

•
Designate one or more employees to coordinate the security program. 

•
Identify reasonably foreseeable internal and external risks. 

•
Assess the sufficiency of safeguards in place to control the identified risks. 

•
Train and manage employees in the security program practices and procedures. 

•
Select service providers capable of maintaining appropriate safeguards, and requires those safeguards by contract. 

•
Adjust the security program in light of business changes or new circumstances.

•
Technical safeguards

•
Assess risks in network and software design. 

•
Assess risks in information processing, transmission and storage. 

•
Detect, prevent and respond to attacks or system failures. 

•
Regularly test and monitor the effectiveness of key controls, systems and procedures.

•
Physical safeguards

•
Assess risks of information storage and disposal. 

•
Detect, prevent and respond to intrusions. 

•
Protect against unauthorized access to or use of personal information during or after the collection, transportation and destruction or disposal of the information. 

•
Dispose of personal information after it is no longer needed for business purposes or as required by local, state or federal law by burning, pulverizing, shredding or modifying a physical record and by destroying electronic media so that the information cannot be read/reconstructed. 

*Owners of a small business, defined as 200 or less employees in manufacturing business or 50 or less employees in other types of business, comply with the safeguard requirements if its information security and disposal program contains the administrative, technical and physical safeguards and disposal measures appropriate to the business' size and complexity as well as the nature, scope of its activities, and the sensitively of the personal information it collects including personnel records.

If you are not already aware of Oregon’s Identify Theft Protection Law you should visit www.dfcs.oregon.gov/id_theft.html or call toll-free (866) 814-9710.

In brief the law states that as a corporation of any size or type you are responsible for:

1. Protecting Social Security numbers -- Effective October 1, 2007

2. Notification of Security Breach - Effective October 1, 2007 

3. Safeguarding personal information - Effective January 1, 2008 

Financial Resources
The standard recommendation is to always maintain three (3) month of operating expenses in an account that is easily accessible. If you do not currently have a reserve account, being working immediately to establish one. Meet with your bank’s representative to insure that this reserve account is interest-bearing and accessible in the event of an emergency. During your annual review of this toolkit, you should also reassess your monthly operating expenses so you can make adjustments to your reserve account. 
Depending on the type of disaster you are experiencing, you may need a loan to cover the full economic impact. Community-wide disaster will qualify for more relief than a disaster that affects only your business. Regardless, it is important to contact your financial institution first. They can assess what resources are available to assist you. You may want to consider setting up a revolving line of credit now that can be accessed when needed. Again, discuss your options ahead of time with your financial institution.
Generally, a business will need the following documentation to evaluate your loan request: 

· Business profile. A document describing type of business, annual sales, number of employees, length of time in business and ownership. 

· Loan request. A description of how loan funds will be used. Should include purpose, amount and type of loan. 

· Collateral. Description of collateral offered to secure the loan, including equity in the business, borrowed funds and available cash. 

· Business financial statements. Complete financial statements for the past three years and current interim financial statements. 

· Personal financial statements. Statements of owners, partners, officers and stockholders owning 20% or more of the business. 

The strength and accuracy of your financial statements will be the primary basis for the lending decision, so be sure that yours are carefully prepared and up-to-date.

The most important documents in your financial statements are:

· Balance sheets from the last three fiscal year-ends. 

· Income statements revealing your business profits or losses for the last three years. 

· Cash flow projections indicating how much cash you expect to generate to repay the loan. 

· Accounts receivable and “payable aging,” breaking your receivables and payables in to 30-, 
60-, 90- and past 90-day old categories. 

· Personal financial statements from you and your business partners listing all personal assets, liabilities and monthly payments, as well as your personal tax returns for the past three years.
Section D
Facility
Depending upon the situation the decision to evacuate the area may be obvious or you may need to Shelter-in-Place. You will need to be prepared for either action. 
City and County officials utilize emergency notification systems to notify the public in the case of a major emergency; instructions may be dispersed via a recorded message on the telephone. If local authorities are not able to immediately provide information on what is happening and what you should do, you should monitor TV or radio news reports for information or official instructions as they become available. 
Use common sense and information if available to determine if there is immediate danger. For example, if your building is damaged you will typically want to evacuate. In addition, if your facility has sustained damage, you will need an alternative/recovery location. 
This section contains forms to help you address all three scenarios. There is also information about what to include in a disaster bin. Contact your local fire department to develop a customized plan for your business. 

If you rent or lease your business location, review your rental/lease agreement. It should be a comprehensive agreement that addresses who will be responsible in the event of a disaster or disruption. It should address both the facility, operating systems (plumbing, HVAC, wiring) and contents.
Evacuation Plan
Some events require you to leave the workplace quickly. Designate an assembly site outside your facility where everyone will gather so you can account for workers, visitors, and customers. 
Check List:

_____: Clearly mark all exit signs and fire extinguishers. 

_____: Post building and site maps of all exits.
_____: Post evacuation plan in common areas.
_____: Develop a plan in collaboration with neighboring business to avoid confusion.

_____: Practice evacuation procedures to ensure everything works.

_____: My evacuation plan will be reviewed and exercised yearly on (insert date).

	If we must leave the workplace quickly:

	1. Warning System:  

	
We will test the warning system and record results (insert no.) times a year.

	2. Assembly Site: 

	3. Assembly Site Manager: 

	
Alternate Manager:  

	
Responsibilities Include: 

	4. Workplace Shut Down Manager: 

	
Alternate Manager:  

	
Responsibilities Include: 

	5. Person responsible for issuing all clear: 


Shelter-in-Place Plan
In circumstances such as a nearby chemical incident or severe storm, it is best to stay inside at your current location. Instructions will come from a public official as to whether to shelter-in-place or evacuate but use common sense.
Check List:

_____: Assemble a disaster bin (see page 24) and designate location where it is stored.

_____: Inform employees about the disaster bin and any individual items they may want to keep on site.

_____: Inventory the disaster bin yearly. Check expiration dates

_____: Evaluate your shelter-in-place plan yearly.

	If we must take shelter quickly:

	1. Warning System:  

	
We will test the warning system and record results (insert no.) times a year.

	2. Storm Shelter Location: 

	3. “Seal the room” Location:

	4. Shelter Manager: 

	
Alternate Manager:  

	
Responsibilities Include: 

	5. Workplace Shut Down Manager: 

	
Alternate Manager:  

	
Responsibilities Include: 

	6. Person responsible for issuing all clear: 


Disaster Bin

Your business should have a disaster bin in a preset location that is checked annually. Workplace emergencies vary greatly depending on the disaster, type of business and the worksite. When preparing for a possible emergency situation, it's best to think first about the basics of survival: fresh water, food, clean air and warmth. 

Recommended Items to Include in a Basic Emergency Supply Kit:

 FORMCHECKBOX 

Water, one gallon of water per person per day for at least three days, for drinking and sanitation 

 FORMCHECKBOX 

Food, at least a three-day supply of non-perishable food 

 FORMCHECKBOX 

Battery-powered or hand crank radio and a NOAA Weather Radio with tone alert and extra 

batteries for both 

 FORMCHECKBOX 

Flashlight and extra batteries 

 FORMCHECKBOX 

First aid kit including a first aid book
 FORMCHECKBOX 

Whistle to signal for help 

 FORMCHECKBOX 

Dust mask, to help filter contaminated air 
 FORMCHECKBOX 

Plastic sheeting and duct tape to seal room 

 FORMCHECKBOX 

Moist towelettes, garbage bags and plastic ties for personal sanitation 

 FORMCHECKBOX 

Wrench or pliers to turn off utilities 

 FORMCHECKBOX 

Can opener for food (if kit contains canned food) 

Additional Items to Consider Adding to an Emergency Supply Kit:

 FORMCHECKBOX 

Sleeping bag or warm blanket for each person. Consider additional bedding if you live in a cold-

weather climate. 

 FORMCHECKBOX 

Household chlorine bleach and medicine dropper – When diluted nine parts water to one part 
bleach, bleach can be used as a disinfectant. Or in an emergency, you can use it to treat water 
by using 16 drops of regular household liquid bleach per gallon of water. Do not use scented, 
color safe or bleaches with added cleaners. 

 FORMCHECKBOX 

Fire Extinguisher 

 FORMCHECKBOX 

Matches in a waterproof container 

 FORMCHECKBOX 

Mess kits, paper cups, plates and plastic utensils, paper towels 

 FORMCHECKBOX 

Paper and pencil 

Items individual employees may want to keep on site:

 FORMCHECKBOX 

Prescription medications
 FORMCHECKBOX 

Extra glasses

 FORMCHECKBOX 

Personal hygiene products (including feminine supplies)

 FORMCHECKBOX 

Complete change of clothing

 FORMCHECKBOX 

Books, cards, or puzzles

Recovery Location

It is important to plan ahead for the possibility that you will be unable to work from your existing location following an event. The recovery location could be at a similar business through a mutual aid agreement, your own home, or a pre-determined alternate location.

Note: If you have not secured a recovery location at the time you are completing this toolkit, you can still select which staff will be assigned to the recovery location and which business functions will be performed there, and then move on to the following forms. When you have finalized all arrangements for the recovery site, return to this record and enter the actual name and address of the location.

	Recovery Location: (Include Street address, city, state, zip code)



	Building Owner/Manager: 

	Phone: 
	Alt Phone:

	Email: 

	Directions to recovery location: (or attach map and directions from Internet site or similar information) 



	Business functions to be performed at recovery location:

	1. 

	2. 

	3. 

	Employees who should go to recovery location: 

	1. 

	2. 

	3. 

	Recovery Notes: 


Section E
Scenarios to Consider
This section is designed to get you thinking about actual events that could affect your business. We have attempted to address the most prevalent. It is not inclusive. For some of the scenarios we have included checklists, for others we have included items to consider. You may want to develop your own forms. As stated in the introduction, our hope is that you can customize one of the other forms in this toolkit for your purposes.
Fire

Prevention of fire hazards is the responsibility of each and every one of us. Fire is the most common of all business disasters. Each year fires cause thousand of death and injuries causing billions of dollars in damage.

A quick check off list that you will need to revisit annually:
____ Practice a fire drill twice a year

____ Ask the fire department to check your business for fire hazards.
____ Meeting the current requirements for fire codes and regulations

____ Install working smoke alarms, detectors

____ Fire extinguishers in appropriate location

____ Put a process in place for alerting the fire department

Employees should be informed to follow this simple procedure in the event of a fire:

· Protect yourself

· Go to the nearest Alarm box and pull the lever

· Close all doors in the area

· Locate and use the Fire Extinguisher if possible
· Evacuate the area

Utility Disruptions

Businesses are dependent on electricity, gas, telecommunications and other utility. Utility failure may be short or long in duration. Speak with service providers about potential alternatives and identify back-up options such as a portable generator.

	Problem/Failure
	What to Expect
	Contact Information
	Responsibility of Employee

	Computer System
	System not working
	
	Use paper system

	Electrical Power
	Lights Out
	
	Utilize flashlight from the disaster bin

	Elevator 

Out of Service
	No movement

Alarm Bell sounding
	
	Post out of order sign on elevator button

	Fire alarm System
	No alarms or sprinklers
	
	Initiate “fire watch” procedure

	Natural gas
	“Gas” odor
	
	Ventilate the room and evacuate (call from a different location)

	Security System
	No alarm or

Alarm is not sounding
	
	Initiate “Security Watch” 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Burglary/Robbery
If you arrive at work and things look out of order or strange, stop, do not enter, and call 911. Have the police check the building. Do not touch anything for fear of losing evidence like fingerprints. Know your inventory so items stolen can be immediately entered into the police computer and recovered promptly. Make sure your alarm system is set up to notify the police. 

Never challenge a robber. If a subject comes into the business and says they have a gun, whether seen or unseen, it is safer to assume there is a gun. The best thing you or your employees can do is to get a clear description of both the person and any vehicle they may be using. Note special or distinct characteristics that would make them stand out. As soon as the person leaves call 911 to report the situation and notify the primary contact listed on page 5. Your business should have a good digital camera surveillance equipment to protect you assets. 
Water Damage
Water damage and flooding can happen to any business: major roof leaks, leaky irrigation systems, failure of HVAC systems, broken underground supply lines, and water heater leaks are more likely to affect your business than a major community-wide flood. The speed of your response will directly impact the time it takes for you to get back to day-to-day operations. 
· Know how to turn off the main water valve and where to locate any necessary tools

· Know how to safely shut down electric and gas supplies lines as appropriate

· Have contact information for water extraction, HVAC, and plumbing specialists

· Develop, maintain, and follow a systematic Operations and Maintenance Plan

· Regularly inspect all key plumbing components, HVAC equipment, and irrigation systems 
Flooding
As recently as 1996, Oregon City was hit with wide-spread flooding in the low lying areas along the Willamette River, Clackamas River and Abernethy Creek. Floodwaters can rise rapidly so having a plan may save your business. Your plan should include the following:

1.
Monitor local weather forecasts. 

2.
Know the safest route from your business to high safe ground.

3.
Turn off all utilities at the main power switch and close the main gas valve.

4.
Consider moving to your recovery location outlined on page 25.

5.
Beware of downed power lines.

6.
Stay out of the area unless authorities give you permission to enter.

If your business is in the floodplain you will be responsible for protecting your property. Purchase sandbags before the rainy season begins and sandbag around your structures when flooding is imminent. Sandbags are available inexpensively at retail sites across the county, including Home Depot, Fred Meyer, and other local home improvement stores. Keep materials such as plywood, plastic sheeting and lumber on hand. To be effective, sandbags must be properly stacked. Check with local home improvement stores for sandbag demonstrations.

Hazardous Material

Hazardous and toxic substances are defined as those chemicals present in the workplace or from an outside source which are capable of causing harm. In this definition, the term chemical includes dusts, mixtures, and common materials such as paints, fuels, and solvents. OSHA requires that all containers must be labeled, and that you have the Material Safety Data Sheets (MSDS) for the products on file at your location. Some libraries maintain MSDS files for more than 100,000 substances that explain how to clean up a hazard spill. You can also download them from www.msds.com. 
Here is a list of some common hazardous materials:

All Purpose Cleaner
Alcohol 
Liquid Cleaner
Batteries



Light bulbs
Toner Cartridge
Bleach
Silicone Sealant
You will need to:

· Generate a list of the hazardous materials you have onsite and attach it to this plan

· Develop a plan to safely manage hazardous materials and waste 

Pandemic Flu
A flu pandemic occurs when a new influenza virus emerges for which people have little or no immunity, and for which there is no vaccine. It spreads easily person-to-person, causes serious illness and even death, and can infect an entire community in a matter of days. Although the news media has talked a lot about pandemic flu, it is important to know that there is currently no pandemic flu, or global disease outbreak in the world. Pandemic flu has occurred in the past and public health officials all agree that another flu pandemic will happen in the future. The US government expects 25% to 30% of the people in this country will become ill during a flu pandemic.
Some considerations: 

· Possible temporary closures due to critical infrastructure disruption, high absenteeism and social distancing efforts; develop ways for employees to work from home.
· Economic losses during possible quarantine periods or work “slow downs?”

· Identification of essential services 

· Determination of minimum staffing levels
Bomb Threat
Bomb Threat Procedure is to describe how individual employees will act when a threat is received. 

Consider the following procedures for a telephone bomb threat:
· Stay Calm and alert a supervisor/co-worker who can alert the authorities
· If you have Caller ID, write down the phone number

· Keep the caller on the phone as long as possible and try to determine gender, age, and motivation. Listen for background noise.
· Get as much information from the caller as possible
1. When is the bomb going to explode? 

2. Where is it right now? 

3. What does it look like? 

4. What kind of bomb is it? 

5. What will cause it to explode? 

6. Did you place the bomb? 

7. What is your address? 

8. What is your name?
Never Touch Or Disturb Any Suspected Bomb.
Violence in the Workplace

Violence in the workplace has become a problem nationally that needs to be addressed by all employers. Threats or acts of violence include conduct against persons or property that is sufficiently severe, offensive, or intimidating to create a hostile, abusive work environment for one or more employees. Businesses should:

· Establish procedures and methods for implementing policies which address violence in the workplace

· Provide training to managers, supervisors, and other employees on prevention of and handling of workplace violence

· Evaluate the physical environment for safety and consider modifications

· Evaluate progress in achieving the goals and objectives of the company policy

Earthquake
Earthquakes strike suddenly, violently and without warning. Identifying potential hazards ahead of time and advance planning can reduce the dangers of serious injury or loss of life from an earthquake. Repairing deep plaster cracks in ceilings and foundations, anchoring overhead lighting fixtures to the ceiling, and following local seismic building standards, will help reduce the impact of earthquakes.

Some possible hazards are:

· Tall, heavy furniture that could topple, such as bookcases, china cabinets, or modular wall units.

· Water heaters that could be pulled away from pipes and rupture.

· Appliances that could move enough to rupture gas or electrical lines.

· Hanging plants in heavy pots that could swing free of hooks.

· Latches on cabinets that will not hold the door closed during shaking.

· Breakables or heavy objects that are kept on high or open shelves.

During an earthquake
Drop, Cover, and Hold — Take cover under a sturdy desk, table, or bench, or against an inside wall, and hold on to the nearest sturdy object. If there is no desk or table near you, cover your face and head with your arms and crouch in an inside corner of the building. Stay away from glass, windows, outside doors and walls, and anything that could fall, such as lighting fixtures and furniture. Stay inside until the shaking stops and it is safe to go outside. Most injuries during earthquakes occur when people are hit by falling objects while entering or leaving buildings. Be aware that electricity may go out or that sprinkler systems or fire alarms may turn on. Do not use elevators.

If you are outdoors, stay there. Move away from buildings, trees, streetlights, and utility wires.
Section F
Resources

In addition to gathering information from our partner agencies, the Oregon City Chamber of Commerce has visited many of the websites listed below while developing this toolkit. If you need assistance completing your plan, there is more information available through these resources.
Local Emergency Planning Resources:
Clackamas Fire District #1,
Kevin Donegan, Emergency Manager 
Oregon City Headquarters 
Phone: 503-742-2685

http://www.clackamasfire.com
Clackamas County Department of Emergency Management 
2200 Kaen Road, Oregon City, OR 97045
Phone: 503-655-8371

http://www.clackamas.us/emergency/
Oregon City Police Department 
320 Warner Milne Road, Oregon City, OR 97045
Phone: 503-657-4964

http://www.orcity.org/police
Oregon City Public Works Department
Phone: 503-657-8241
Nonprofit and Professional Associations:

American Red Cross. Check local telephone directory for nearest chapter

http://www.redcross.org
Institute for Business & Home Safety, 4775 E. Fowler Avenue, Tampa, FL 33617. 
Phone: 813-286-3400

http://www.ibhs.org
National Emergency Management Association, PO Box 11910, Lexington, KY 40578-1910.

http://www.nemaweb.org
National Fire Protection Association, 1 Batterymarch Park , Quincy, MA 02169

http://www.firewise.org
Public Entity Risk Institute, 11350 Random Hills Rd., Suite 210, Fairfax, VA 22030. 
Phone: 703-352-1846
http://www.riskinstitute.org. Research to identify factors and variables that interact to affect small business disaster recovery:

Full report – http://www.riskinstitute.org/ptrdocs/OrganizationsatRisk.pdf
Summary – http://www.riskinstitute.org/ptrdocs/AftertheDisaster.pdf
Government Resources:

Federal Emergency Management Agency, 500 C Street SW, Washington, D.C. 20472.

Phone: (202) 566-1600

http://www.fema.gov
Occupational Safety & Health Administration. U.S. Department of Labor, 200 Constitution Avenue, NW, Washington, DC 20210 
Phone: (800) 321-OSHA

www.osha.gov
Federal Trade Commission

http://www.ftc.gov/infosecurity/
U.S. Department of Homeland Security, Washington, D.C.20528. 
Phone: (202) 282-8000
http://www.dhs.gov
http://www.ready.gov
U.S. Small Business Administration,, 409 Third Street, SW, Washington, DC 20416.

Phone: (800) U-ASK-SBA

http://www.sba.gov
Centers for Disease Control and Prevention – Facility Protection

http://www.cdc.gov/niosh/topics/prepared/prepared_facility.html
On Guard Online

http://onguardonline.gov/index.html
Personal and Family Preparedness Resources

Clackamas County Department of Emergency Management

Phone: 503-655-8371

http://www.clackamas.us/emergency/
American Red Cross. 
Phone: 503-284-1234
http://www.redcross.org
Citizen Corps
www.citizencorps.gov
Centers for Disease Control and Prevention – Facility Protection

http://www.cdc.gov/niosh/topics/prepared/prepared_facility.html
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